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Executive summary

Strengthening Critical Infrastructure Resilience in an Era of Hybrid Threats: Challenges,
Lessons, and Policy Options for the EU and its Neighbourhood.

Europe's critical infrastructure (Cl) is facing an increasingly hostile threat environment from
a variety of different actors. Russian hybrid operations, sabotage against energy and
communications systems, and the vulnerabilities in increasingly interconnected systems
highlight the importance of the topic. Recent attacks on European Cl such as attacks on

undersea cables in the Baltic Sea or incidents such as drone incursions into EU and NATO
airspace highlight that protection as an inherent goal is unachievable. Instead, the goal
should be to create resilient systems that can absorb and recover from disruptions.

The policy brief identifies two main clusters of challenges: 1) Systemic challenges; and 2)
Operational challenges. Systemic challenges stem from divergent threat perceptions,
limited awareness of Cl related risks, and different levels of hybrid and geopolitical threats.
Operational challenges, however, include uneven implementation of the CER and NIS2
Directives, fragmented national Cl frameworks, underdeveloped PPPs, limited resources,
and a lack of investment in Cl resiliency planning.

The policy brief identifies several key lessons, where examined states have found creative

or efficient solutions to the challenges previously identified. It is clear the Cl resilience
depends on early and continuous involvement of Cl operators in policy planning, and a

strong trust-based information sharing process between different actors. Only through
these two aspects is it possible to create workable and efficient national policy frameworks,
where Cl operators are willing to fully engage. High threat awareness seems to correlate
with better resilience practices, as demonstrated by the cases of Finland, the Baltic States,
and Ukraine where holistic or whole-of-society approaches form the basis of Cl
governance. In these systems, there is strong civil-military coordination, as well as regional
cooperation models to continuously strengthen systems. Furthermore, experience from the
Western Balkans and Eastern Partnership countries shows that institutional fragmentation,
weak PPPs, and resource constraints can be mitigated through EU support, regional
collaboration, and phased implementation strategies.

Finally, the brief highlights that Cl resilience is a EU-level issue. Resilience continues to be
a shared vulnerability and a shared opportunity at the same time. 11 different
recommendations are presented to different actors. Some of the priorities include
harmonising incident reporting across directives; expanding EU-NATO cooperation;
supporting candidate countries through technical assistance and capacity building;
developing regional early-warning mechanisms; and promoting cross-border risk
assessments and joint preparedness exercises.
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1 Introduction

The increasing number of incidents of Russian sabotage operations targeting energy and
communication networks across Europe, illustrates the strategic vulnerability of systems. At
the same time, recent incidents affecting electricity and communications undersea cables
in the Baltic sea and unidentified drone incursions into the EU and NATO member states'
territories show the need to reinforce both physical protection and resilience of critical
infrastructure (Cl). Furthermore, the Russian war of aggression in Ukraine has further
highlighted the urgency of aligning policies, strengthening connectivity, and enhancing
resilience across the EU and its neighbourhood, learning from Ukraine's experience and
adjusting policies to changing technologies used by hostile powers.

The concept of 'resilience' has over time replaced 'protection' in European debates on Cl.
Traditional approaches concerning protection were mainly based on physical safeguards
and prevention. However, through the concept of resilience, there is a recognition that no

Cl can be fully protected from disruptions. Instead, resilience emphasises preparedness,
adaptability, and recovery. Resilience should be understood as the capacity of systems to
absorb shocks and continue operating with minimal disruption. Part of the rationale in the
move away from the previous concept of 'protection' was related to a sober and honest
examination of the current threat landscape, and the number of attempted attacks on Cl.
Furthermore, within EU and NATO frameworks, resilience has become a unifying concept
bridging civil, military, and private-sector responsibilities, linking traditional Cl protection to

notions of hybrid threat deterrence and continuity planning.

This conceptual evolution from 'protection' to 'resilience' is also closely connected
to academic and policy debates. Scholars emphasise the growing interconnectedness of
infrastructures across borders and sectors, and state that system vulnerabilities, rather than
isolated assets, should be at the centre of policy design.1This literature also notes persistent
weaknesses in public-private cooperation, which is particularly problematic, when much of
the Cl across Europe is privately owned.2 Existing academic literature also highlights limited
awareness of Cl risks among private operators and the general public.5

The evolution of the EU's legislative instruments also reflects a similar shift. The EU
legislative framework has expanded significantly since the first European Critical
Infrastructure Directive.4 The CER Directive5 extends the scope of Cl policy to eleven sectors
and requires Member States to adopt national resilience strategies, conduct regular risk
assessments, identify critical entities, and supervise compliance through competent

'Julian Plottka & Kai Ole Vorberg: Review of Literature on Critical Infrastructure Protection, Institut
für Europäische Politik, Berlin, 2025.
2 Ibid.
5 Ibid.
4 Council Directive 2008/114/EC of 8 December 2008 on the identification and designation of
Euro pean critical infrastructures and the assessment of the need to improve their protection, OJ L
545, 23.12.2008., p. 75/82.
5 Directive (EU) 2022/2557 of the European Parliament and of the Council of 14 December 2022
on the resilience of critical entities and repealing Council Directive 2008/114/EC, JO L 333,
27.12.2022., pp. 164-198.
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authorities. Meanwhile the NIS2 Directive6 strengthens cybersecurity obligations, enlarges
the category of essential and important entities, and introduces multi-stage incident
reporting and management accountability requirements. These two directives are

complementary, integrating physical and cyber resilience through a shared all-hazards
framework and requiring close cooperation between the competent authorities across

regulatory domains.

However, there is still an implementation gap and variety of national practices in

enforcement of Cl-related regulations. Divergent threat and risk perceptions, institutional
capacities, and governance approaches to Cl protection illustrate the need for a better
understanding of incentives and constraints related to Cl protection, as well as the
importance of increasing cooperation between public authorities, operators of Cl and civil
society actors.

Cl protection also has a potentially increasing role to play in EU enlargement policy. The
EU's internal resilience policies intersect with enlargement through two functional logics: 1)
the connectivity logic, which links Member States and candidate countries through energy,
transport, and digital networks; and 2) the security logic, which presumes that hybrid threats
to Cl in candidate states can have distinct impact on Member States as well. However,
there is still a lack of a coherent, strategic EU approach to Cl protection in the
neighbourhood.

Against this backdrop, this policy brief aims to synthesize the challenges, lessons learned,
and policy recommendations of previous reports concerning rules alignment of protecting
Cl in interdependent states7, and common frameworks for Cl protection in the EU and its

Neighbourhood.8

2 Challenges and lessons learned

The analysis distinguishes between strategic and political challenges in tackling Cl
resilience - awareness of the urgency to strengthen Cl resilience and hybrid and
geopolitical threats - on the one hand, and operational challenges - challenges that affect
the day-to-day governance of Cl systems on the other. The chapter on challenges has
therefore been split into two corresponding categories: 1) systemic challenges; and 2)
operational challenges.

6 Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022
on measures for a high common level of cybersecurity across the Union, amending Regulation (EU)
No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148, OJ L 553,
27.12.2022., p. 80.-152.
7 Vilpi auskas, Ram nas, et al: Invigorating enlargement and neighbourhood policy for a resilient
Europe: Long policy report on rules alignment of protecting critical infrastructure in interdependent
states (InvigoratEU Report D7.1), 2025. https://doi.org/10.5281/zenodo.17540020
8 Vilpi auskas, Ram nas, et al: Invigorating enlargement and neighbourhood policy for a resilient
Europe: Long policy report on a Common Framework for the Protection of Critical Infrastructure in

the EU and its Nieghbourhood, 2025. . https://doi.org/10.5281/zenodo.17650178.
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Political and strategy challenges concerning awareness, hybrid and geopolitical
threats, and divergent risk perceptions

Awareness of the urgency to strengthen Cl resilience remains limited across parts of the
Western Balkans and Eastern Partnership 'trio' - both among the wider public and the
political elite. In several cases, decision-makers fundamentally underestimate the scale and
impact that hybrid and security threats to Cl pose. They are still perceived as technical
questions, rather than existential problems that can lead to very tangible and distinct
consequences. The trend that can be identified in examined countries seems to be
correlated to geopolitical risk perception. In contexts, where political elites and populations
do not perceive Russia or other external actors as high-level threat-actors, such as the case

of Georgia - commitment to Cl protection, and alignment with EU and NATO standards
remains weak. Conversely, in countries with a strong perception of external risks, such as

the Baltic States, Ukraine or Finland, Cl resilience has become a central element of national
security strategy.

Hybrid and geopolitical threats constitute one of the most significant challenges to Cl
protection and resiliency. Russia's war of aggression against Ukraine has fundamentally
changed the European security landscape, with hybrid threats against Cl networks growing
exponentially in recent years. Through hybrid threats certain actors such as Russia seek to

leverage vulnerabilities in the EU's energy, digital and transport networks. Some Member
States, such as the Baltic states and Finland, are exposed to particularly high risks due to
their geographical proximity to Russia, but threats are emerging across all Europe. Threat
landscapes in this regard vary by region: while underwater infrastructure and energy
interconnectors have been priority targets in the Baltic Sea region, border states face
continuous cyber intrusions and disinformation campaigns, while Wester Balkan countries

experience hybrid threats that exploit institutional weaknesses and political fragmentation.
These developments illustrate that Cl resilience is inseparable from Europe's broader
geopolitical environment, in which state and non-state actors use hybrid tools to challenge
the Europe's cohesion, strategic autonomy, and long-term stability.

Operational challenges concerning harmonisation, public-private partnerships,
coherent national frameworks in Cl protection, the neglect of physical protection, and
securing adequate resources for Cl policy.

The cross-border nature of Cl systems demands EU-wide coordination, yet cooperation
mechanisms remain fragmented. This lack of harmonized approaches limits the
effectiveness of crisis responses, data sharing and resilience-building, especially between
EU Member States and candidate countries. However, there seems to be an inherent
trade-off between the need for harmonisation and the flexibility required to adapt to

evolving threats and technological advancements. Overly rigid frameworks may hinder
innovation or quick adaptation, whereas too much flexibility risks incoherence and uneven
implementation. Therefore, it is crucial to find the right balance for a resilient and adaptive
Cl governance model.

Public-private partnerships (PPPs) remain another critical operational challenge. The
private sector operates much of Europe's Cl, but collaboration with governments is often
done on an ad hoc basis. Information sharing of private companies with governments is

limited in certain MS by lack of trust, unclear liability frameworks, and data protection
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constraints. This seems to be especially important in candidate countries, where PPPs
remain significantly underdeveloped in the field of Cl protection and resiliency.

Western Balkan and Eastern Partnership countries also face institutional, legal, and
resource-based limitations in aligning with EU standards on Cl protection and resilience.
Furthermore, in some candidate countries a lack of a coherent national Cl framework and
inter-agency coordination limits resilience-building and leads to increased vulnerabilities
and fragmented governance. Furthermore, EU support, while financially important, is

cyclical and project-based in nature. Therefore, long-term planning is inherently difficult
and limits a focus on systemic capacity development.

Another recurring issue is the neglect of physical protection. While cybersecurity has
become a central focus of both EU and national resilience strategies, the physical
dimension of Cl protection often remains underdeveloped. Funding opportunities,
regulatory frameworks, and international assistance programs tend to prioritize digital
infrastructure, leaving gaps in the protection of physical assets such as energy grids,
transport hubs, and underwater or cross-border interconnectors. Besides, there is

uncertainty over the methodologies of threat and risk assessments and related decision
on the investments into protection and accumulation of redundancies by Cl operators,
especially in face of fast changing hybrid hostile activities.

Finally, securing adequate financial and human resources for Cl protection remains a

challenge across all EU Member States and candidate countries. Even where institutional
frameworks are advanced, limited fiscal space and competing budgetary priorities often
restrict the capacity to invest in resiliency measures. The simple reality is that financing
large-scale infrastructure upgrades requires an incredible amount of planning, risk¬
assessments and the continuous training of experts. Candidate countries in this regard face
additional constraints due to their reliance on project funding, which cannot ensure the
continuous development of infrastructure.

Linking Systemic and Operational Challenges to Lessons for Strengthening Cl Resilience

The challenges identified reveal not only where Cl resilience systems face difficulties, but
also where some of the most valuable lessons for future governance can emerge. The
lessons that follow therefore distil what has worked, where progress has been possible, and
which governance principles are essential for building resilient, interconnected systems.

Early and continuous involvement of Cl operators improves the feasibility and
effectiveness of resilience measures. It is clear that effective Cl resilience requires the
active involvement of national authorities, regulators, Cl operators, and civil society during
the policy development process. This approach can improve the quality and practicality of
resilience measures, especially with regard to Cl operator obligations. Early engagement
of operators in designing implementation measures produces solutions that are both
technically feasible and operationally effective. Involving civil society further ensures both
legitimacy and public awareness, which in turn has positive effects on risk-preparedness.

5
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The literature review confirms that resilience is strongest when all relevant stakeholders -

public, private, and civic - are engaged in a transparent and coordinated manner.9

Trust-building and institutionalised information sharing are essential for functional
cooperation. To successfully involve different actors in policy development, and the
implementation of policy, there needs to be a certain level of trust in institutions, and the
system. Where institutionalised trust-building mechanisms and clear information-sharing
procedures exist, response coordination is faster and more effective. However, where
mistrust or fear of liability is much more prevalent, critical information is often withheld,
damaging the effectiveness of crisis-management. Therefore, a level of trust is

fundamental for any functioning PPP framework in Cl resilience. The experiences of the
Baltic States and Finland with the early involvement of private actors in resilience planning
underline that transparency, consistent communication, and trust between the public and
private sectors both enhances operational effectiveness and situational awareness. Similar
lessons also emerge from Montenegro, where modest institutional resources have been
offset by pragmatic inter-agency cooperation and close coordination with EU.

Common risk assessment methodologies are essential for coherent Cl governance
across borders. Divergent risk perceptions and differing geopolitical and hybrid threats
lead to fragmented policy implementation across Europe. Even though the NIS2 and CER
Directives, as well as sectoral regulations set minimum standards, there still exist significant
disparities, firstly, between EU Member States, and, secondly, even more so between EU
Member States and candidate countries on how they define, regulate and manage Cl
protection and resilience. The analysis of the Baltic Sea region shows that interdependent
Cl cannot be safeguarded based on nationally isolated risk assessments. Without shared
methodologies, risk visibility, prioritisation, and investment decisions will remain

fragmented.

High threat awareness lays the groundwork for effective Cl resilience. States, which are

continuously exposed to a high level of hybrid threats as well as geopolitical risks, have also
demonstrated some of the most adaptive and practical solutions in Cl resilience. For
example, the Baltic countries and Finland have developed advanced models of
cybersecurity governance, civil-military coordination, and regional cooperation that
integrate resilience as a core tenet. Their success is rooted in high threat awareness,
institutionalised cooperation between public authorities and private operators, and a long¬
term commitment to resilience as a strategic rather than regulatory goal. The case of
Ukraine offers extremely valuable insights into resilience under extreme conditions.
Ukraine's ability to maintain essential services and restore damaged Cl amidst ongoing war
demonstrates how crucial adaptability, and decentralised governance in crisis

management is. These examples illustrate how adversity leads to innovation and
institutional development, providing best practices for other EU Member States and
candidate countries alike.

9 Vira Ratsyborinska: EU-NATO and the Eastern Partnership Countries Against Hybrid Threats (2016-
2021), in: National Security and the Future, 2 (23), 2022, p. 89. See also: Donika Elshani: What Can
Kosovo Learn From the Baltic States' Approach to Critical Infrastructure Protection, KCSS, 2023.
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Hybrid and geopolitical threats require integrated whole-of-society, holistic
approaches. Both the empirical research10 and the literature review confirm that resilience
cannot be built through regulation alone." Whole-of-society and all-hazards approaches,
where governments, private actors, and citizens domestically on the one hand, as well as

coordinating within the EU and NATO on the other, are all part of preparedness and
response structures. Models that effectively invovle different actors accelerate readiness
and sustain it more effectively than rule-based compliance models.

Coherent national Cl frameworks and clear institutional mandates are prerequisites for
effective governance. Case studies from Montenegro and Georgia illustrate how
institutional fragmentation can result in duplicated efforts, overlooked vulnerabilities, and
inconsistent operator compliance. Therefore, a clear national coordination system and
framework is necessary for the supervision, enforcement, and strategic direction of Cl
policy.

Meaningful progress in Cl resilience is possible when countries leverage external
support, regional cooperation, and phased implementation approaches. Even where
resources for Cl reforms are limited, that does not necessarily always prevent meaningul
change in the system. Candidate countries have managed to strengthen Cl resilience
through drawing on EU financial instruments, international technical assistance, and
cooperation with EU Member States. This has enabled legislative development, operators
training, and early warning capacities. Furthermore, Member States have strengthened
their competence through embedding in regional frameworks. Finally, several countries

have also adopted phased, adaptive implementation, prioritising the most exposed sectors

and gradually expanding compliance as capacity increases.

It is also important to mention that, even though discussions of Cl protection and resilience
are often framed in terms of "front-line" states with heightened risk perceptions, and
stronger political stances, Cl resilience is an issue, that all EU Member States and NATO
Allies are grappling with. This broader framing matters for two reasons: 1) it reinforces the
fact that Cl vulnerabilities are a systemic problem in EU/NATO Member States, rather than
just limited to specific regions, or as a result of differing levels of integration; 2) it also
highlights the fact that any effort to enhance Cl resilience, either through regulation,
investment, information sharing or cooperation, must be conceived as large-scale, Union¬
wide endeavours.

'° Vilpi auskas, Ram nas, et al: Invigorating enlargement and neighbourhood policy for a resilient
Europe: Long policy report on rules alignment of protecting critical infrastructure in interdependent
states (InvigoratEU Report D7.1), 2025. https:/ /doi.org/10,5281/zenodo.17540020. See also:
Vilpi auskas, Ram nas, et al: Invigorating enlargement and neighbourhood policy for a resilient
Europe: Long policy report on a Common Framework for the Protection of Critical Infrastructure in

the EU and its Neighbourhood, 2025. https://doi.org/10.5281/zenodo.17650178.
11 Youri Devuyst: The European Union's Handling of Hybrid Threats: In Search of the Enlargement
Dimension, in: L'Europe Unie, 22, 2025. See also: Donika Elshani: What Can Kosovo Learn From the
Baltic States' Approach to Critical Infrastructure Protection, KCSS, 2025 & Vasko Popovski et al.:
Crisis Prevention and Critical Infrastructure in the Western Balkans, IDSCS Policy Paper, 9/2025.
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5 Conclusions and recommendations

The analysis of EU Member States, and candidate countries12 confirms that Cl resilience is

not a regionally isolated issue, but rather a European-level priority. While geopolitical
pressures have accelerated reforms in some regions, institutional fragmentation, differing
risk perceptions, and resource and capacity limitations continue to hinder coherent
resilience-building as a systemic issue across the European continent. At the same time,
the case studies demonstrate that meaningful progress is possible when institutional trust,
stable coordination structures, and sustained political attention are present. Effective
resilience is not produced through legislation, but through continuous cooperation between
authorities and operators, creating a culture of preparedness and shared situational
awareness. There is also a slow, yet palpable shift from threat-specific to system-wide
perception and understanding of the concept of resiliency, which emphasizes joint
governance models, bridging civil, military and private-sector obligations and
responsibilities.

Cl resilience remains both a shared vulnerability, as well as a shared opportunity for deeper
integration, improved and increased levels of security, as well as strengthened levels of
cooperation. As a result, this policy brief will provide a concrete set of 11 recommendations
for different actors, to improve the Cl resiliency framework within the EU and its candidate
countries.

Recommendations for the European Union

1. EU institutions and relevant agencies should systematically disseminate common

threat and risk assessment methodologies, including best practices, sector-specific
guidance, and practical implementation tools.

2. Support candidate countries through technical assistance, twinning programs, and
regulatory mentoring to adopt and operationalize EU norms, as well as prioritizing
institution and capacity building over one-off projects

Recommendations for Member States and Neighbourhood Countries

5. Encourage public education and community involvement in resilience planning to

build societal and institutional trust and awareness at all levels. Engage academia
and civil society as well.

4. Create clear legal bases for information sharing and joint risk assessments between
Cl operators and national authorities.

5. Incentivize investment in resilience through tax benefits, co-funding.

12 Vilpi auskas, Ram nas, et al: Invigorating enlargement and neighbourhood policy for a resilient
Europe: Long policy report on rules alignment of protecting critical infrastructure in interdependent
states (InvigoratEU Report D7.1), 2025. https:/ /doi.orq/10,5281/zenodo.17540020. See also:
Vilpi auskas, Ram nas, et al: Invigorating enlargement and neighbourhood policy for a resilient
Europe: Long policy report on a Common Framework for the Protection of Critical Infrastructure in

the EU and its Neighbourhood, 2025. https://doi.org/10.5281/zenodo.17650178.
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6. One-stop or harmonised/unified incident & threat reporting that both satisfies CER,
NIS2, and sectoral regulations.

7. Integrate physical, organizational, and societal resilience into national Cl
strategies. Furthermore, promote multi-hazard preparedness that includes
environmental, technological, and hybrid risks.

8. Continue systematic regular training exercises involving domestic stakeholders and
partners from EU and NATO.

Recommendations for International and Regional cooperation

9. Expand cooperation under the EU-NATO Task Force on Cl resilience to include
select partner states (e.g. Ukraine, Georgia, Montenegro).

10. Encourage regional resilience clusters (e.g. Baltic-Nordic, Black Sea) to foster
cooperation, integration and mutual assistance.

11. Establish joint early-warning systems and shared awareness mechanisms.

12. Promote cross-border risk assessments and shared capacity-building

9
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