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Executive Summary

Long Policy Report on a Common Framework for the Protection of Critical Infrastructure
in the EU and its Neighbourhood

The report provides detailed analysis of the evolution and exiting policies of the EU in the
field of the critical infrastructure (Cl) protection and resilience as well as structured assess-
ment of how ClI related policies are adopted and implemented in selected EU Member
States and candidate countries. To structure the comparative analysis of the national poli-
cies and institutions it proposes an analytical framework based on the policy implementa-
tion and compliance with EU norms literature focusing on the threat landscape, policy and
institutional context as well as incentives and capacities for implementing Cl related poli-
cies. This allows to provide an assessment of the current state of Cl related policies in three
selected EU Member States and three candidate countries which is based on original ma-
terial collected for the purpose of this report, including primary and secondary sources. The
conclusions and recommendations section elaborates on the differences and similarities of
national Cl related policies as well as challenges and opportunities for their alignment tak-
ing into the functional needs originating from existing interdependencies as well as speci-
ficities of national contexts. They also illustrate the ways and means of further contributions
of the EU, in particular, the European Commission in advancing the goals of Cl related
policies and their alignment in the enlarging EU and its neighbourhood.

Authors

Ramiinas VilpiSauskas Marts Ivaskis
Professor Researcher / Head of the European Union Research
Institute of International Relations and Programme
Political Science Latvian Institute of International Affairs (LIIA)

Vilnius University

Svitlana Chekunova Danijela Jacimovic
Research Associate Professor
The Razumkov Centre University of Montenegro (UoM)



Marco Siddi Nana Tabagua
Assistant Professor Lead Researcher
Finnish Institute of International Affairs (FIIA) PMCG - Research

Teemu Tammikko
Senior Research Fellow
Finnish Institute of International Affairs (FIIA)

Approved by:

Funda Tekin, Director Institute for European Politics, Scientific Lead, InvigoratEU
Michael Kaeding, Professor for European Integration and European Union Politics at the
Department of Political Science at the University of Duisburg-Essen, Germany, Project
Coordinator, InvigoratEU

About InvigoratEU

InvigoratEU is a Horizon Europe-funded project, coordinated by the EU-Chair at the
University of Duisburg-Essen (UDE) together with the Institut fur Européische Politik (IEP) in
Berlin. The project, with a duration of 3 years from January 2024 until December 2026,
examines how the EU can structure its future relations with its Eastern neighbours and the
countries of the Western Balkans. The consortium has received around three million euros
for this endeavour.



DOI 10.5281/zenodo.17630178

License: This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 4.0
Unported License.

ooco

Disclaimer: Views and opinions expressed are however those of the authors only and do not neces-
sarily reflect those of the European Union or the European Research Executive Agency. Neither the
European Union nor the granting authority can be held responsible for them.

R Funded by
LA the European Union

About the project: www.invigorat.eu



https://creativecommons.org/licenses/by-nc-nd/4.0/
https://creativecommons.org/licenses/by-nc-nd/4.0/
http://www.invigorat.eu/

ﬁ | nvi gorOTEU#"' InvigoratEU | Policy Report

Contents

TINTrOAUCTION ...ttt ettt e e et e et e et mme e e emmeeeen 2

2 Overview of the Evolution of EU-wide Framework .........ccc.ccooccieiiiiiinnininnnncnnncnnne 3
The Emergence of the EU-wide Framework on Cl Protection ........c.ccceeverierieniennecninenenceeeceene 3
From the ECI Directive 10 CER DIF@CHVE ssussssrsiusssvsissmsassesssnensmmsssssvssssnesssssassosss sxvsnns ses svessssssss snasnesssssss 5
Evolution of EU-wide Policies in Cyber Security - from NIST 10 NIS2....cc.coiriirieiininininiereieieiececens 8
The Symbiotic Nature of the CER and NIS2 Directives and Potential Challenges to their
IMPIEMENTATION .ttt ettt sttt et b ettt eee 10
CONCIUSION 1.ttt h ettt et e st s e e b e et et et e st bt e s e s et eseeseesentebeaneeneas 12

3 The Analytical Framework for Assessing the Current State, Challenges and Ways for
Improving the Alignment of Cl related Policies in selected EU Member States and

Candidate COUNTIIES. .....ciiuiiiirieeeeteetet ettt sttt ettt ettt e eaeeeneaae 13
The Literature on Policy Implementation and EU Compliance........cceeveverienieinineincncncneececnne 13
The Alignment of Cl related National Policies - Guide for Analysis......c.cccceeeeirueinccnnicinecnieenen 16

4 The Analysis of Cl related Policies in Selected EU Member States and Candidate

L@ YU 1 4 = N 19
[ Ta1 Lo 13T ISR TRRRORRRRRNE 19
[T 1Y T R 25
LTI CITON o0 555 0 5 0 55 .55 50 550 A 0560 A 5 B8 5 0 5655 SR8 S0 50 50 65 650 50 0 55 685 058 SR ARV 31
e T (=T 1=Yo | 40
L6110 1= O 49
(=TT e TP ST S PP PO RRTRRPRRRP 58

5 Conclusions and Recommendaions. ... .cooe oo eeeeeeee e eeeeeaeeeemees 64

Bibliography .....co e ittt 66








https://eur-lex.europa.eu/legal-content/EN/NIM/?uri=CELEX:32022L2557
https://eur-lex.europa.eu/legal-content/EN/NIM/?uri=CELEX:32022L2557
https://eur-lex.europa.eu/legal-content/en/NIM/?uri=CELEX:32022L2555
https://eur-lex.europa.eu/legal-content/en/NIM/?uri=CELEX:32022L2555



https://www.europarl.europa.eu/RegData/etudes/BRIE/2021/662604/EPRS_BRI(2021)662604_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/BRIE/2021/662604/EPRS_BRI(2021)662604_EN.pdf
http://ec.europa.eu/commission/presscorner/detail/en/memo_06_477
http://ec.europa.eu/commission/presscorner/detail/en/memo_06_477



https://op.europa.eu/en/publication-detail/-/publication/118dcd3d-b041-11ea-bb7a-01aa75ed71a1/language-en
https://op.europa.eu/en/publication-detail/-/publication/118dcd3d-b041-11ea-bb7a-01aa75ed71a1/language-en

wn<


http://invigorat.eu/wp-content/uploads/2025/03/D7.1_InvigoratEU_long-policy-report_public.pdf
http://invigorat.eu/wp-content/uploads/2025/03/D7.1_InvigoratEU_long-policy-report_public.pdf















https://doi.org/10.1111/jcms.1368
























https://mmm.fi/en/nature-and-climate/climate-change-adaptation/national-climate-change-adaptation-plan-2030
https://mmm.fi/en/nature-and-climate/climate-change-adaptation/national-climate-change-adaptation-plan-2030



https://mmm.fi/en/nature-and-climate/climate-change-adaptation/national-climate-change-adaptation-plan-2030
https://mmm.fi/en/nature-and-climate/climate-change-adaptation/national-climate-change-adaptation-plan-2030



https://turvallisuuskomitea.fi/en/comprehensive-security/
https://turvallisuuskomitea.fi/en/comprehensive-security/
https://commission.europa.eu/document/download/5bb2881f-9e29-42f2-8b77-8739b19d047c_en?filename=2024_Niinisto-report_Book_VF.pdf
https://commission.europa.eu/document/download/5bb2881f-9e29-42f2-8b77-8739b19d047c_en?filename=2024_Niinisto-report_Book_VF.pdf
https://fiia.fi/en/publication/the-niinisto-report-on-preparedness
https://fiia.fi/en/publication/the-niinisto-report-on-preparedness



https://commission.europa.eu/document/download/e6d5db69-e0ab-4bec-9dc0-3867b4373019_en
https://commission.europa.eu/document/download/e6d5db69-e0ab-4bec-9dc0-3867b4373019_en
https://intermin.fi/hankkeet/kriittinen-infrastruktuuri
https://www.doria.fi/handle/10024/193001



https://intermin.fi/en/frequently-asked-questions-about-the-cer-act
https://julkaisut.valtioneuvosto.fi/handle/10024/165893
https://julkaisut.valtioneuvosto.fi/bitstream/handle/10024/165893/VNK_2024_13.pdf?sequence=1&isAllowed=y
https://julkaisut.valtioneuvosto.fi/bitstream/handle/10024/165893/VNK_2024_13.pdf?sequence=1&isAllowed=y



https://traficom.fi/fi/ajankohtaista/maarayshankepaatos-maarays-viestintaverkon-kriittisista-osista-0
https://traficom.fi/fi/ajankohtaista/maarayshankepaatos-maarays-viestintaverkon-kriittisista-osista-0
https://valtioneuvosto.fi/en/-/1410829/finland-is-prepared-for-security-threats-against-communications-networks-and-is-making-sustained-effort-to-strengthen-security
https://valtioneuvosto.fi/en/-/1410829/finland-is-prepared-for-security-threats-against-communications-networks-and-is-making-sustained-effort-to-strengthen-security






https://lvportals.lv/skaidrojumi/377945-stajas-speka-regulejums-krizes-vadibas-centra-darbibai-2025
https://lvportals.lv/skaidrojumi/377945-stajas-speka-regulejums-krizes-vadibas-centra-darbibai-2025
https://likumi.lv/ta/id/334350-grozijumi-energetikas-likuma
https://likumi.lv/ta/id/334350-grozijumi-energetikas-likuma
https://likumi.lv/ta/id/361476-grozijumi-nacionalas-drosibas-likuma
https://likumi.lv/ta/id/361476-grozijumi-nacionalas-drosibas-likuma
https://www.mod.gov.lv/lv/nozares-politika/visaptverosa-valsts-aizsardziba
https://likumi.lv/doc.php?id=14011



https://www.iem.gov.lv/en/article/government-strengthens-critical-infrastructure-resilience-and-national-security
https://www.iem.gov.lv/en/article/government-strengthens-critical-infrastructure-resilience-and-national-security
https://likumi.lv/doc.php?id=14011
https://likumi.lv/ta/id/357025-par-nacionalo-kiberdrosibas-padomi
https://likumi.lv/ta/id/357025-par-nacionalo-kiberdrosibas-padomi



https://likumi.lv/ta/id/324689-kritiskas-infrastrukturas-taja-skaita-eiropas-kritiskas-infrastrukturas-apzinasanas-drosibas-pasakumu-un-darbibas-nepartrauktibas-planosanas-un-istenosanas-kartiba
https://likumi.lv/ta/id/324689-kritiskas-infrastrukturas-taja-skaita-eiropas-kritiskas-infrastrukturas-apzinasanas-drosibas-pasakumu-un-darbibas-nepartrauktibas-planosanas-un-istenosanas-kartiba
https://likumi.lv/ta/id/324689-kritiskas-infrastrukturas-taja-skaita-eiropas-kritiskas-infrastrukturas-apzinasanas-drosibas-pasakumu-un-darbibas-nepartrauktibas-planosanas-un-istenosanas-kartiba
https://www.iem.gov.lv/en/article/government-strengthens-critical-infrastructure-resilience-and-national-security
https://www.iem.gov.lv/en/article/government-strengthens-critical-infrastructure-resilience-and-national-security
https://likumi.lv/ta/id/353390-nacionalas-kiberdrosibas-likums
https://likumi.lv/ta/id/353390-nacionalas-kiberdrosibas-likums
https://www.atlanticcouncil.org/blogs/new-atlanticist/lessons-from-latvias-efforts-to-keep-essential-services-running-during-a-crisis/
https://www.atlanticcouncil.org/blogs/new-atlanticist/lessons-from-latvias-efforts-to-keep-essential-services-running-during-a-crisis/
https://www.atlanticcouncil.org/blogs/new-atlanticist/lessons-from-latvias-efforts-to-keep-essential-services-running-during-a-crisis/






https://likumi.lv/ta/id/350225-eiropas-kiberdrosibas-kompetencu-centra-20212027-gada-planosanas-perioda-grantu-programmas-mazo-un-videjo-saimnieciskas-darbibas-veiceju-kiberdrosibas-transformacija-istenosanas-noteikumi
https://likumi.lv/ta/id/350225-eiropas-kiberdrosibas-kompetencu-centra-20212027-gada-planosanas-perioda-grantu-programmas-mazo-un-videjo-saimnieciskas-darbibas-veiceju-kiberdrosibas-transformacija-istenosanas-noteikumi
https://likumi.lv/ta/id/350225-eiropas-kiberdrosibas-kompetencu-centra-20212027-gada-planosanas-perioda-grantu-programmas-mazo-un-videjo-saimnieciskas-darbibas-veiceju-kiberdrosibas-transformacija-istenosanas-noteikumi
https://likumi.lv/ta/id/350225-eiropas-kiberdrosibas-kompetencu-centra-20212027-gada-planosanas-perioda-grantu-programmas-mazo-un-videjo-saimnieciskas-darbibas-veiceju-kiberdrosibas-transformacija-istenosanas-noteikumi




N¢


https://www.vsd.lt/en/archive-national-threat-assessments/
https://www.nksc.lt/en/

(7213


https://e-seimas.lrs.lt/portal/legalAct/lt/TAD/3ec6a2027a9a11ecb2fe9975f8a9e52e?jfwid=rivwzvpvg
https://e-seimas.lrs.lt/portal/legalAct/lt/TAD/3ec6a2027a9a11ecb2fe9975f8a9e52e?jfwid=rivwzvpvg
https://nupi.brage.unit.no/nupi-xmlui/handle/11250/296761

(@8

o]


https://www.bbc.com/news/articles/c627d55v07go

wn<¢


https://eur-lex.europa.eu/legal-content/EN/NIM/?uri=CELEX:32022L2557
https://eur-lex.europa.eu/legal-content/EN/NIM/?uri=CELEX:32022L2557
https://eur-lex.europa.eu/legal-content/en/NIM/?uri=CELEX:32022L2555
https://eur-lex.europa.eu/legal-content/en/NIM/?uri=CELEX:32022L2555



https://www.oecd.org/en/publications/mobilising-evidence-at-the-centre-of-government-in-lithuania_323e3500-en.html
https://www.oecd.org/en/publications/mobilising-evidence-at-the-centre-of-government-in-lithuania_323e3500-en.html




0O

l}









N¢



(7213

(%213


https://www.eeas.europa.eu/sites/default/files/documents/2024/Montenegro%20Report%202024.pdf
https://www.eeas.europa.eu/sites/default/files/documents/2024/Montenegro%20Report%202024.pdf
https://balkaninsight.com/2024/06/24/montenegro-needs-to-bolster-cyber-security-institutions-birn-report
https://balkaninsight.com/2024/06/24/montenegro-needs-to-bolster-cyber-security-institutions-birn-report
https://www.gov.me/en/documents/85e2a9d0-0d3c-483a-9822-515d3b7798de

wn<


https://en.vijesti.me/news-b/society/682595/dukaj-cyber-resilience-requires-a-strategic-approach-by-every-governmen
https://en.vijesti.me/news-b/society/682595/dukaj-cyber-resilience-requires-a-strategic-approach-by-every-governmen
https://enlargement.ec.europa.eu/document/download/a41cf419-5473-4659-a3f3-af4bc8ed243b_en
https://enlargement.ec.europa.eu/document/download/a41cf419-5473-4659-a3f3-af4bc8ed243b_en

(7213

O~

wn¢

(7,13

O~

O~


https://www.gov.me/en/documents/23936380-482a-4784-bd94-be69413d7334
https://www.gov.me/en/documents/2585570a-cdff-420f-a7c4-0f67f19a6d8e



https://www.gov.me/clanak/drzavne-institucije-privrede-i-gradani-u-crnoj-gori-od-danas-bezbjedniji-u-internet-okruzenju
https://www.gov.me/clanak/drzavne-institucije-privrede-i-gradani-u-crnoj-gori-od-danas-bezbjedniji-u-internet-okruzenju
https://www.gov.me/clanak/otvoren-regionalni-centar-za-sajber-kapacitete-zapadnog-balkana-dan-za-pamcenje
https://www.gov.me/clanak/otvoren-regionalni-centar-za-sajber-kapacitete-zapadnog-balkana-dan-za-pamcenje



https://cep.org.rs/wp-content/uploads/2023/09/Reforming-the-EUs-pre-accession-funding-instrument.pdf
https://cep.org.rs/wp-content/uploads/2023/09/Reforming-the-EUs-pre-accession-funding-instrument.pdf
https://enlargement.ec.europa.eu/document/download/a41cf419-5473-4659-a3f3-af4bc8ed243b_en
https://enlargement.ec.europa.eu/document/download/a41cf419-5473-4659-a3f3-af4bc8ed243b_en




(@3


file:///C:/Users/Danijela%20Jacimovic/Desktop/InvigoratEU%20MN%23/WP%207%20Critical%20infrastructure/WP7.2/Vijesti,%20EC:%20Conditions%20for%20closing%20Chapter%205%20fulfilled,%20implementation%20of%20agreement%20with%20UAE%20to%20be%20in%20line%20with%20European%20legislation,%203%20June%202025.%20Available%20at:%20https:/en.vijesti.me/news-b/politika/761159/EC-fulfilled-
file:///C:/Users/Danijela%20Jacimovic/Desktop/InvigoratEU%20MN%23/WP%207%20Critical%20infrastructure/WP7.2/Vijesti,%20EC:%20Conditions%20for%20closing%20Chapter%205%20fulfilled,%20implementation%20of%20agreement%20with%20UAE%20to%20be%20in%20line%20with%20European%20legislation,%203%20June%202025.%20Available%20at:%20https:/en.vijesti.me/news-b/politika/761159/EC-fulfilled-
file:///C:/Users/Danijela%20Jacimovic/Desktop/InvigoratEU%20MN%23/WP%207%20Critical%20infrastructure/WP7.2/Vijesti,%20EC:%20Conditions%20for%20closing%20Chapter%205%20fulfilled,%20implementation%20of%20agreement%20with%20UAE%20to%20be%20in%20line%20with%20European%20legislation,%203%20June%202025.%20Available%20at:%20https:/en.vijesti.me/news-b/politika/761159/EC-fulfilled-



https://ukraine.un.org/en/278992-attacks-ukraine’s-energy-infrastructure-harm-civilian-population
https://ukraine.un.org/en/278992-attacks-ukraine’s-energy-infrastructure-harm-civilian-population



https://www.cyber.gc.ca/sites/default/files/cyber-threat-activity-associated-russian-invasion-ukraine-e.pdf
https://www.cyber.gc.ca/sites/default/files/cyber-threat-activity-associated-russian-invasion-ukraine-e.pdf
https://digital-strategy.ec.europa.eu/en/news/ukraine-3rd-cyber-dialogue-european-union-takes-place-brussels
https://digital-strategy.ec.europa.eu/en/news/ukraine-3rd-cyber-dialogue-european-union-takes-place-brussels
https://digital-strategy.ec.europa.eu/en/news/ukraine-3rd-cyber-dialogue-european-union-takes-place-brussels



https://digital-strategy.ec.europa.eu/en/policies/cyber-resilience-act
https://digital-strategy.ec.europa.eu/en/policies/cyber-resilience-act
https://zakon.rada.gov.ua/laws/show/4336-IX#Text

VilpisSauskas,

Ramiunas

€

t


https://uwecworkgroup.info/environmental-consequences-of-the-war-in-ukraine-october-november-2024-review/
https://uwecworkgroup.info/environmental-consequences-of-the-war-in-ukraine-october-november-2024-review/
https://invigorat.eu/wp-content/uploads/2025/03/D7.1_InvigoratEU_long-policy-report_public.pdf
https://invigorat.eu/wp-content/uploads/2025/03/D7.1_InvigoratEU_long-policy-report_public.pdf









https://ega.ee/ukrainian-critical-infrastructure/
https://euneighbourseast.eu/news/latest-news/ukraine-to-receive-e100-million-from-eu-for-reconstruction-of-electricity-transmission-system/
https://euneighbourseast.eu/news/latest-news/ukraine-to-receive-e100-million-from-eu-for-reconstruction-of-electricity-transmission-system/
https://www.facebook.com/story.php?story_fbid=1401645161443436&id=100047938970171&mibextid=wwXIfr&rdid=jj9ItvGj0ku4XevN
https://www.facebook.com/story.php?story_fbid=1401645161443436&id=100047938970171&mibextid=wwXIfr&rdid=jj9ItvGj0ku4XevN
https://www.facebook.com/story.php?story_fbid=1401645161443436&id=100047938970171&mibextid=wwXIfr&rdid=jj9ItvGj0ku4XevN



https://voxukraine.org/en/white-book-of-reforms-2025-energy-sector-reforms-in-ukraine
https://voxukraine.org/en/white-book-of-reforms-2025-energy-sector-reforms-in-ukraine
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/competition-market-study-of-ukraine-s-electricity-sector_045239a1/f28f98ed-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/competition-market-study-of-ukraine-s-electricity-sector_045239a1/f28f98ed-en.pdf



https://www.gssc.lt/wp-content/uploads/2024/05/v04_Rimutis_Ukrainos-energetikos-sektoriaus-zala_EN_A4.pdf
https://www.gssc.lt/wp-content/uploads/2024/05/v04_Rimutis_Ukrainos-energetikos-sektoriaus-zala_EN_A4.pdf









https://matsne.gov.ge/
https://www.europarl.europa.eu/news/en/press-room/20250704IPR29451/parliament-deplores-the-democratic-backsliding-and-repression-in-georgia
https://www.europarl.europa.eu/news/en/press-room/20250704IPR29451/parliament-deplores-the-democratic-backsliding-and-repression-in-georgia
https://www.europarl.europa.eu/news/en/press-room/20250704IPR29451/parliament-deplores-the-democratic-backsliding-and-repression-in-georgia









https://ecs-org.eu/activities/nis2-directive-transposition-tracker/
https://ecs-org.eu/activities/nis2-directive-transposition-tracker/







N¢


https://doi.org/10.1111/jcms.1368
https://www.europarl.europa.eu/RegData/etudes/BRIE/2021/662604/EPRS_BRI(2021)662604_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/BRIE/2021/662604/EPRS_BRI(2021)662604_EN.pdf
https://likumi.lv/ta/id/361476-grozijumi-nacionalas-drosibas-likuma
https://likumi.lv/ta/id/361476-grozijumi-nacionalas-drosibas-likuma
https://likumi.lv/ta/id/334350-grozijumi-energetikas-likuma
https://likumi.lv/ta/id/334350-grozijumi-energetikas-likuma
https://balkaninsight.com/2024/06/24/montenegro-needs-to-bolster-cyber-security-institutions-birn-report
https://balkaninsight.com/2024/06/24/montenegro-needs-to-bolster-cyber-security-institutions-birn-report
https://www.atlanticcouncil.org/blogs/new-atlanticist/lessons-from-latvias-efforts-to-keep-essential-services-running-during-a-crisis/
https://www.atlanticcouncil.org/blogs/new-atlanticist/lessons-from-latvias-efforts-to-keep-essential-services-running-during-a-crisis/
https://www.atlanticcouncil.org/blogs/new-atlanticist/lessons-from-latvias-efforts-to-keep-essential-services-running-during-a-crisis/
https://ega.ee/ukrainian-critical-infrastructure/



https://likumi.lv/ta/id/350225-eiropas-kiberdrosibas-kompetencu-centra-20212027-gada-planosanas-perioda-grantu-programmas-mazo-un-videjo-saimnieciskas-darbibas-veiceju-kiberdrosibas-transformacija-istenosanas-noteikumi
https://likumi.lv/ta/id/350225-eiropas-kiberdrosibas-kompetencu-centra-20212027-gada-planosanas-perioda-grantu-programmas-mazo-un-videjo-saimnieciskas-darbibas-veiceju-kiberdrosibas-transformacija-istenosanas-noteikumi
https://likumi.lv/ta/id/350225-eiropas-kiberdrosibas-kompetencu-centra-20212027-gada-planosanas-perioda-grantu-programmas-mazo-un-videjo-saimnieciskas-darbibas-veiceju-kiberdrosibas-transformacija-istenosanas-noteikumi
https://cep.org.rs/wp-content/uploads/2023/09/Reforming-the-EUs-pre-accession-funding-instrument.pdf
https://cep.org.rs/wp-content/uploads/2023/09/Reforming-the-EUs-pre-accession-funding-instrument.pdf
https://eur-lex.europa.eu/legal-content/EN/NIM/?uri=CELEX:32022L2557
https://eur-lex.europa.eu/legal-content/EN/NIM/?uri=CELEX:32022L2557
https://civil.ge/archives/629367
https://civil.ge/archives/687308
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/competition-market-study-of-ukraine-s-electricity-sector_045239a1/f28f98ed-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/competition-market-study-of-ukraine-s-electricity-sector_045239a1/f28f98ed-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/competition-market-study-of-ukraine-s-electricity-sector_045239a1/f28f98ed-en.pdf
https://pace.coe.int/en/files/34147
https://digital-strategy.ec.europa.eu/en/policies/cyber-resilience-act
https://digital-strategy.ec.europa.eu/en/policies/cyber-resilience-act
https://www.cyber.gc.ca/sites/default/files/cyber-threat-activity-associated-russian-invasion-ukraine-e.pdf
https://www.cyber.gc.ca/sites/default/files/cyber-threat-activity-associated-russian-invasion-ukraine-e.pdf



https://ega.ee/ukrainian-critical-infrastructure/
https://www.eu.me/en/poglavlje-5-javne-nabavke/
https://www.eu.me/en/poglavlje-5-javne-nabavke/
https://enlargement.ec.europa.eu/document/download/a41cf419-5473-4659-a3f3-af4bc8ed243b_en
https://enlargement.ec.europa.eu/document/download/a41cf419-5473-4659-a3f3-af4bc8ed243b_en
https://enlargement.ec.europa.eu/document/download/a41cf419-5473-4659-a3f3-af4bc8ed243b_en
http://ec.europa.eu/commission/presscorner/detail/en/memo_06_477
http://ec.europa.eu/commission/presscorner/detail/en/memo_06_477
https://op.europa.eu/en/publication-detail/-/publication/118dcd3d-b041-11ea-bb7a-01aa75ed71a1/language-en
https://op.europa.eu/en/publication-detail/-/publication/118dcd3d-b041-11ea-bb7a-01aa75ed71a1/language-en



https://commission.europa.eu/document/download/e6d5db69-e0ab-4bec-9dc0-3867b4373019_en
https://commission.europa.eu/document/download/e6d5db69-e0ab-4bec-9dc0-3867b4373019_en
https://eucyberdirect.eu/atlas/country/montenegro
https://eucyberdirect.eu/atlas/country/montenegro
https://euneighbourseast.eu/news/latest-news/georgia-accession-process-de-facto-halted-as-eu-calls-on-government-to-change-course/
https://euneighbourseast.eu/news/latest-news/georgia-accession-process-de-facto-halted-as-eu-calls-on-government-to-change-course/
https://euneighbourseast.eu/news/latest-news/georgia-accession-process-de-facto-halted-as-eu-calls-on-government-to-change-course/
https://ecs-org.eu/activities/nis2-directive-transposition-tracker/
https://www.europarl.europa.eu/news/en/press-room/20250704IPR29451/parliament-deplores-the-democratic-backsliding-and-repression-in-georgia
https://www.europarl.europa.eu/news/en/press-room/20250704IPR29451/parliament-deplores-the-democratic-backsliding-and-repression-in-georgia
https://www.europarl.europa.eu/news/en/press-room/20250704IPR29451/parliament-deplores-the-democratic-backsliding-and-repression-in-georgia
https://www.eeas.europa.eu/sites/default/files/documents/2024/Montenegro%20Report%202024.pdf
https://www.eeas.europa.eu/sites/default/files/documents/2024/Montenegro%20Report%202024.pdf
https://www.enisa.europa.eu/sites/default/files/2024-11/ENISA%20Threat%20Landscape%202024_0.pdf
https://www.enisa.europa.eu/sites/default/files/2024-11/ENISA%20Threat%20Landscape%202024_0.pdf
https://likumi.lv/ta/id/357025-par-nacionalo-kiberdrosibas-padomi
https://likumi.lv/ta/id/357025-par-nacionalo-kiberdrosibas-padomi
https://www.facebook.com/story.php?story_fbid=1401645161443436&id=100047938970171&mibextid=wwXIfr&rdid=jj9ItvGj0ku4XevN
https://www.facebook.com/story.php?story_fbid=1401645161443436&id=100047938970171&mibextid=wwXIfr&rdid=jj9ItvGj0ku4XevN
https://www.facebook.com/story.php?story_fbid=1401645161443436&id=100047938970171&mibextid=wwXIfr&rdid=jj9ItvGj0ku4XevN
https://julkaisut.valtioneuvosto.fi/bitstream/handle/10024/165893/VNK_2024_13.pdf?sequence=1&isAllowed=y
https://julkaisut.valtioneuvosto.fi/bitstream/handle/10024/165893/VNK_2024_13.pdf?sequence=1&isAllowed=y

wn<

Ne

N¢


https://intermin.fi/hankkeet/kriittinen-infrastruktuuri
https://turvallisuuskomitea.fi/en/comprehensive-security/
https://nupi.brage.unit.no/nupi-xmlui/handle/11250/296761
https://matsne.gov.ge/document/view/5263611?publication=0
https://matsne.gov.ge/document/view/5263611?publication=0
https://www.gov.me/en/documents/85e2a9d0-0d3c-483a-9822-515d3b7798de
https://www.gov.me/en/documents/85e2a9d0-0d3c-483a-9822-515d3b7798de
https://politicsgeo.com/the-roots-of-georgias-political-crisis/
https://idfi.ge/en/law-on-information-security
https://fiia.fi/en/publication/the-niinisto-report-on-preparedness
https://fiia.fi/en/publication/the-niinisto-report-on-preparedness
https://www.doria.fi/handle/10024/193001



https://vdd.gov.lv/uploads/materials/40/en/annual-report-2024.pdf
https://vdd.gov.lv/uploads/materials/40/en/annual-report-2024.pdf
https://zakon.rada.gov.ua/laws/show/4336-IX#Text
https://likumi.lv/ta/id/353390-nacionalas-kiberdrosibas-likums
https://likumi.lv/ta/id/353390-nacionalas-kiberdrosibas-likums
https://likumi.lv/doc.php?id=14011
https://likumi.lv/doc.php?id=14011
https://e-seimas.lrs.lt/portal/legalAct/lt/TAD/3ec6a2027a9a11ecb2fe9975f8a9e52e?jfwid=rivwzvpvg
https://e-seimas.lrs.lt/portal/legalAct/lt/TAD/3ec6a2027a9a11ecb2fe9975f8a9e52e?jfwid=rivwzvpvg
https://lvportals.lv/skaidrojumi/377945-stajas-speka-regulejums-krizes-vadibas-centra-darbibai-2025
https://lvportals.lv/skaidrojumi/377945-stajas-speka-regulejums-krizes-vadibas-centra-darbibai-2025
https://mmm.fi/en/nature-and-climate/climate-change-adaptation/national-climate-change-adaptation-plan-2030
https://mmm.fi/en/nature-and-climate/climate-change-adaptation/national-climate-change-adaptation-plan-2030
https://mmm.fi/en/nature-and-climate/climate-change-adaptation/national-climate-change-adaptation-plan-2030
https://mmm.fi/en/nature-and-climate/climate-change-adaptation/national-climate-change-adaptation-plan-2030
https://www.mod.gov.lv/lv/nozares-politika/visaptverosa-valsts-aizsardziba
https://www.iem.gov.lv/en/article/government-strengthens-critical-infrastructure-resilience-and-national-security
https://www.iem.gov.lv/en/article/government-strengthens-critical-infrastructure-resilience-and-national-security

Ne

(%

¢


https://www.gov.me/en/documents/2585570a-cdff-420f-a7c4-0f67f19a6d8e
https://www.gov.me/clanak/drzavne-institucije-privrede-i-gradani-u-crnoj-gori-od-danas-bezbjedniji-u-internet-okruzenju
https://www.gov.me/clanak/drzavne-institucije-privrede-i-gradani-u-crnoj-gori-od-danas-bezbjedniji-u-internet-okruzenju
https://www.gov.me/clanak/otvoren-regionalni-centar-za-sajber-kapacitete-zapadnog-balkana-dan-za-pamcenje
https://www.gov.me/clanak/otvoren-regionalni-centar-za-sajber-kapacitete-zapadnog-balkana-dan-za-pamcenje
https://www.gov.me/en/documents/23936380-482a-4784-bd94-be69413d7334
https://www.nksc.lt/en/
https://matsne.gov.ge/document/view/1555410?publication=0
https://commission.europa.eu/document/download/5bb2881f-9e29-42f2-8b77-8739b19d047c_en?filename=2024_Niinisto-report_Book_VF.pdf
https://commission.europa.eu/document/download/5bb2881f-9e29-42f2-8b77-8739b19d047c_en?filename=2024_Niinisto-report_Book_VF.pdf
https://commission.europa.eu/document/download/5bb2881f-9e29-42f2-8b77-8739b19d047c_en?filename=2024_Niinisto-report_Book_VF.pdf
https://eur-lex.europa.eu/legal-content/en/NIM/?uri=CELEX:32022L2555
https://eur-lex.europa.eu/legal-content/en/NIM/?uri=CELEX:32022L2555
https://www.oecd.org/en/publications/mobilising-evidence-at-the-centre-of-government-in-lithuania_323e3500-en.html
https://www.oecd.org/en/publications/mobilising-evidence-at-the-centre-of-government-in-lithuania_323e3500-en.html
https://www.osce.org/odihr/588667
https://matsne.gov.ge/document/view/16426?publication=284
https://matsne.gov.ge/document/view/1679424?publication=8
https://matsne.gov.ge/document/view/1032959?publication=0



https://likumi.lv/ta/id/324689-kritiskas-infrastrukturas-taja-skaita-eiropas-kritiskas-infrastrukturas-apzinasanas-drosibas-pasakumu-un-darbibas-nepartrauktibas-planosanas-un-istenosanas-kartiba
https://likumi.lv/ta/id/324689-kritiskas-infrastrukturas-taja-skaita-eiropas-kritiskas-infrastrukturas-apzinasanas-drosibas-pasakumu-un-darbibas-nepartrauktibas-planosanas-un-istenosanas-kartiba
https://likumi.lv/ta/id/324689-kritiskas-infrastrukturas-taja-skaita-eiropas-kritiskas-infrastrukturas-apzinasanas-drosibas-pasakumu-un-darbibas-nepartrauktibas-planosanas-un-istenosanas-kartiba
https://likumi.lv/ta/id/324689-kritiskas-infrastrukturas-taja-skaita-eiropas-kritiskas-infrastrukturas-apzinasanas-drosibas-pasakumu-un-darbibas-nepartrauktibas-planosanas-un-istenosanas-kartiba
https://www.gssc.lt/wp-content/uploads/2024/05/v04_Rimutis_Ukrainos-energetikos-sektoriaus-zala_EN_A4.pdf
https://www.gssc.lt/wp-content/uploads/2024/05/v04_Rimutis_Ukrainos-energetikos-sektoriaus-zala_EN_A4.pdf
https://ssg.gov.ge/page/info/reports
https://www.csis.org/analysis/russias-hybrid-aggression-against-georgia-use-local-and-external-tools
https://www.csis.org/analysis/russias-hybrid-aggression-against-georgia-use-local-and-external-tools

O

o]


https://www.vsd.lt/en/archive-national-threat-assessments/
https://www.vsd.lt/en/archive-national-threat-assessments/
https://www.coe.int/en/web/portal/-/as-situation-in-georgia-continues-to-deteriorate-assembly-sets-out-additional-demands-to-reverse-democratic-backsliding?utm_source=chatgpt.com
https://www.coe.int/en/web/portal/-/as-situation-in-georgia-continues-to-deteriorate-assembly-sets-out-additional-demands-to-reverse-democratic-backsliding?utm_source=chatgpt.com
https://www.coe.int/en/web/portal/-/as-situation-in-georgia-continues-to-deteriorate-assembly-sets-out-additional-demands-to-reverse-democratic-backsliding?utm_source=chatgpt.com
https://carnegieendowment.org/europe/strategic-europe/2023/08/the-orbanizing-of-georgia?lang=en&utm_source=chatgpt.com
https://carnegieendowment.org/europe/strategic-europe/2023/08/the-orbanizing-of-georgia?lang=en&utm_source=chatgpt.com
https://traficom.fi/fi/ajankohtaista/maarayshankepaatos-maarays-viestintaverkon-kriittisista-osista-0
https://traficom.fi/fi/ajankohtaista/maarayshankepaatos-maarays-viestintaverkon-kriittisista-osista-0
https://digital-strategy.ec.europa.eu/en/news/ukraine-3rd-cyber-dialogue-european-union-takes-place-brussels
https://digital-strategy.ec.europa.eu/en/news/ukraine-3rd-cyber-dialogue-european-union-takes-place-brussels
https://euneighbourseast.eu/news/latest-news/ukraine-to-receive-e100-million-from-eu-for-reconstruction-of-electricity-transmission-system/
https://euneighbourseast.eu/news/latest-news/ukraine-to-receive-e100-million-from-eu-for-reconstruction-of-electricity-transmission-system/
https://uwecworkgroup.info/environmental-consequences-of-the-war-in-ukraine-october-november-2024-review/
https://uwecworkgroup.info/environmental-consequences-of-the-war-in-ukraine-october-november-2024-review/
https://ukraine.un.org/en/278992-attacks-ukraine’s-energy-infrastructure-harm-civilian-population
https://ukraine.un.org/en/278992-attacks-ukraine’s-energy-infrastructure-harm-civilian-population

wn¢

(7213


https://en.vijesti.me/news-b/politika/761159/EC-fulfilled-the-conditions-for-closing-Chapter-5--the-implementation-of-the-agreement-with-the-UAE-to-be-in-line-with-European-legislation?utm_source=chatgpt.com
https://en.vijesti.me/news-b/politika/761159/EC-fulfilled-the-conditions-for-closing-Chapter-5--the-implementation-of-the-agreement-with-the-UAE-to-be-in-line-with-European-legislation?utm_source=chatgpt.com
https://en.vijesti.me/news-b/politika/761159/EC-fulfilled-the-conditions-for-closing-Chapter-5--the-implementation-of-the-agreement-with-the-UAE-to-be-in-line-with-European-legislation?utm_source=chatgpt.com
https://en.vijesti.me/news-b/society/682595/dukaj-cyber-resilience-requires-a-strategic-approach-by-every-government?utm_source=chatgpt.com
https://en.vijesti.me/news-b/society/682595/dukaj-cyber-resilience-requires-a-strategic-approach-by-every-government?utm_source=chatgpt.com
https://invigorat.eu/wp-content/uploads/2025/03/D7.1_InvigoratEU_long-policy-report_public.pdf
https://invigorat.eu/wp-content/uploads/2025/03/D7.1_InvigoratEU_long-policy-report_public.pdf
https://voxukraine.org/en/white-book-of-reforms-2025-energy-sector-reforms-in-ukraine
https://voxukraine.org/en/white-book-of-reforms-2025-energy-sector-reforms-in-ukraine







