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Executive summary

The report provides an extensive discussion of evolving landscape of threats to the Clin the
EU and selected candidate countries in recent years and the challenges which, while var-
ying depending on particular countries, also are common to all states affected by geopo-
litical tensions. The analysis of threats to energy, communications, transport and other Cl in
the Baltic States, Ukraine and the Baltic Sea region shows that hostile activities by author-
itarian states, in particular, Russia, or actors linked to them have become increasingly fre-
quent. Their proliferation especially intensified after Russia’s full-scale war against Ukraine
in 2022, as it also became a wider confrontation between the West and authoritarian pow-
ers. The analysis of Cl-related policies in Montenegro, Ukraine and Georgia - three candi-
date countries, which differ in terms of their state of accession into the EU, their connec-
tivity patterns and risks to their Cl associated with them - allows to assess different chal-
lenges arising to their Cl and provision of vital services to society and state and methods
of coping with them in each of them. The report concludes with recommendations empha-
sising the importance of daily practices of partnership and exercises involving all stake-
holders of Cl ecosystems and cooperation with the EU and NATO partners, taking into ac-
count different patterns of interdependencies and existing threats.
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1 Introduction

This policy report provides analysis of the debates on the protection and resilience of crit-
ical infrastructure in the EU Member States and selected candidate countries. It aims to
provide the basis for the assessment of the most recent trends and pathways forward in
the search for effective policy and institutional solutions in terms of aligning approaches of
the EU Member States and candidate countries.

The focus on critical infrastructure (Cl) - assets that are essential for the functioning of
society and economy - is grounded in the understanding of its increasing relevance for the
security and resilience of the EU and candidate countries. As explained in the next chapter,
in recent decades for a number of technological, geopolitical, environmental and other
reasons there has been a growing attention of analysts and policy-makers dedicated to
the protection and resilience of Cl such as energy, communications, transport and other
which is considered vital for contemporary societies. Therefore, analysis of debates sur-
rounding these issues is an important element in the holistic approach to strengthening
Europe's resilience and invigorating enlargement and neighbourhood policy for a resilient
future.

The report starts with the presentation of the scholarly debates and policy trends related
to the protection and resilience of Cl. First, the main concepts as well as trends, in particular
the shift in focus from protection to resilience and adoption of all-hazard approach are
discussed. Then it outlines the rationale for the cross-border cooperation in this field as well
as other methods of increasing resilience of Cl entities such as private and public partner-
ships, sharing of information and institutional roles.

After outlining the practices for enhancing Cl resilience, the report investigates the most
recent incidents and attacks on the Cl of the EU Member States and candidate countries,
including cyber-attacks in the Baltic States, cyber and kinetic attacks in Ukraine against
energy, transport and communications infrastructure, and incidents and suspected sabo-
tage against energy and telecommunications infrastructure under the Baltic Sea connect-
ing the countries around it.

The purpose of these analyses is to show the evolving nature of the current challenges
facing the EU, its Member States and candidate countries, the importance of protecting Cl
and the lessons learned with respect to enhancing protection and resilience of their Cl. The
Baltic States have been chosen due to their geographical position and recent experiences
in diversifying away from aggressive authoritarian neighbours to increase their interde-
pendencies in energy, transport and other sectors with EU/NATO partners and upgrading
their Cl-related policies. In response to cyber attacks attributed to Russia, the Baltic States
have developed their cyber security policies which can be considered good practices hav-
ing lessons for current candidate countries. Meanwhile, hybrid and kinetic attacks against
Cl in Ukraine illustrate both the challenges experienced by this candidate country and the
methods of responding to them and (re)building capacity which can be useful to other
European countries.
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